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Highgate Hill House School collects and uses personal information about staff, pupils, 
parents and other individuals who come into contact with the school. This information is 
gathered in order to enable it to provide education and other associated functions. In 
addition, there may be a legal requirement to collect and use information to ensure that the 
school complies with its statutory obligations.   

Schools have a duty to be registered, as Data Controllers, with the Information 
Commissioner’s Office (ICO) detailing the information held and its use. These details are 
then available on the ICO’s website. Schools also have a duty to issue a Fair Processing 
Notice to all pupils/parents, this summarises the information held on pupils, why it is held 
and the other parties to whom it may be passed on.   

Our ICO registration number is: ZA392627. 

 

Purpose   

This policy is intended to ensure that personal information is dealt with correctly and 
securely and in accordance with the General Data Protection Regulation 2018 (GDPR), and 
other related legislation. It will apply to information regardless of the way it is collected, used, 
recorded, stored and destroyed, and irrespective of whether it is held in paper files or 
electronically.   

All staff involved with the collection, processing and disclosure of personal data will be 
aware of their duties and responsibilities by adhering to these guidelines.   

 

What is Personal Information?   

All data within the schools control will be identified as personal, sensitive, or both to ensure 
that it is handled in compliance with legal requirements and access to it does not breach the 
rights of the individuals to whom it relates. 

 

 

Data Protection Principles   

 



 

 

The following principles of the General Data Protection Regulation 2018 will be applied to all 
data processed: 

a) (a) processed lawfully, fairly and in a transparent manner in relation to individuals; 
b) (b) collected for specified, explicit and legitimate purposes and not further processed 

in a manner that is incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall not be considered to be incompatible with the initial purposes; 

c) (c) adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed; 

d) (d) accurate and, where necessary, kept up to date; every reasonable step must be 
taken to ensure that personal data that are inaccurate, having regard to the purposes 
for which they are processed, are erased or rectified without delay; 

e) (e) kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data are processed; personal data 
may be stored for longer periods insofar as the personal data will be processed 
solely for archiving purposes or statistical purposes subject to implementation of the 
appropriate technical and organisational measures required by the GDPR in order to 
safeguard the rights and freedoms of individuals; 

f) (f) processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational 
measures. 

 

The members of staff responsible for data protection within our school are: 

Vicky Skelton – Head Teacher 

Charlotte Kelly – Marketing & Communications manager 

However, all staff must treat all student and staff information in a confidential manner and 
follow the guidelines as set out in this document. The requirements of this policy are 
mandatory for all staff employed by the school and any third party contracted to provide 
services within the school. 

 

Fair Processing / Privacy Notice 



 

 

We will be transparent about the intended processing of data and communicate these 
intentions via notification to staff, parents and pupils prior to the processing of individuals 
data. 

There may be circumstances where the school is required either by law or in the best 
interests of our students or staff to pass information onto external authorities, without 
consent. Such third parties may include: 

• Other schools 

• Examination authorities 

• Health authorities 

• Police and courts 

• Social workers and support agencies 

• Educational division 

Staff use Egress Switch to send sensitive information about pupils and prospective pupils to 
local authorities, which is a secure data exchange platform.  

Under no circumstances will the school disclose information or data that would cause 
serious harm to the child or anyone elses physical or mental health or condition; that wou ld 
not be in the best interests of the child; that would allow another person to be identified or 
identifies another person as the source unless the person is an employee of the school or a 
local authority has given consent or in the form of a reference given to another school or 
place of education, training or employer. 

Staff will not use personal email addresses at any time to send or receive personally 
identifiable or sensitive school information. 

 

Pupil data 

Unsuccessful admissions data will be retained for a period of 12 months from the date of the 
resolution of the case. 

Successful admissions data will be added to the pupil file. Pupil files will be retained for 25 
years from the date of birth of the pupil.  



 

 

 

Job applicant data 

For unsuccessful candidates, application data will be retained for a period of 6 months from 
the date that the successful candidate is appointed.  If your application is successful, all 
application data will be added to your personal staff file and retained for the duration of your 
employment.  

 

Data Security 

Physical and technical measures will be put in place to ensure the security of data. 
Nominated staff will be responsible for the effectiveness of these controls, and reporting on 
their performance. 

Any mobile devices used to access school emails or other school data, must be password 
protected (or similar) so that it can only be accessed by the intended user. In the event that a 
mobile device is lost or stolen, Highgate Hill House School reserves the right to wipe all 
corporate data from the device (without wiping any personal data).   

 

Data Access Requests 

All individuals whose data is held by us, has a legal right to request access to such data or 
information about what is held. We will respond to such requests within one month, and no 
charge will be made to process the request. Requests should be made in writing to: 

School Administrator 
Highgate Hill House School 
Whitstone 
Holsworthy 
Devon 
EX22 6TJ 
 

 

 



 

 

Right to be forgotten 

Where any personal data is no longer required for its original purpose, an individual can 
demand that the processing is stopped and all their personal data is erased by the school 
including any data held by contracted processors. 

 

Photographs and video 

Images and staff may be captured at appropriate times and as part of educational activities 
for use in school. Only if prior consent has been given will these images be used for 
publication or communication to external sources. 

 

Visitors to the school 

On arrival, all visitors will be asked to provide adequate information so that our reception 
staff can sign them in and out using our visitors book. They will be handed a visitor lanyard 
which must be worn at all times, and handed back before they leave the premises.  

 

School website 

Please refer to our website privacy policy for details regarding data that we collect and hold 
via our www.hhhschool.co.uk website.  

 

Location of information and data 

Hard copy data, records, and personal information are stored out of sight and in locked 
cupboards or offices. Sensitive or personal information and data should not be removed 
from the school site, however the school acknowledges that staff may need to transport data 
between the school and home to access it for work in the evenings and at weekends. This 
may also apply where staff have offsite meetings or are on school trips with pupils. 

The following guidelines are in place to reduce the risk of personal data being compromised: 

• If paper copies are taken off the school site, they must not be left on view in public 
places or left unattended at any time 

http://www.hhhschool.co.uk/


 

 

• Unwanted paper copies of data must be shredded without delay 

• If information is being viewed on a PC, staff must ensure that the document and 
window are properly shut down before leaving the machine unattended 

• Laptops used by staff and mobile devices used to access school emails must be 
password protected (or similar), so that they can only be accessed by the intended 
user 

• Hard drives and USBs containing sensitive pupil, staff or marketing information must 
be encrypted 

 

Data Disposal 

The school recognises that the secure disposal of redundant data is an integral element to 
compliance with legal requirements, and will ensure that any form of media will only be 
passed to a disposal partner with demonstrable competence in providing secure disposal 
services. This includes the disposal of electronic and hard copy data that we hold. Disposal 
of IT assets holding data will be in compliance with ICO guidance. 

 

General Statement   

The school is committed to maintaining the six GDPR principles at all times. The school will:   

• Inform Data Subjects why the information is being collected when it is collected 

• Inform Data Subjects of the time limited opt-in, in plain language that is age 
appropriate to the Data Subject 

• Inform the Data Subject of their ability to opt-out of profiling and object to the results 
of profiling 

• Inform Data Subjects when their information is shared, and why and with whom it 
was shared 

• Check the quality and the accuracy of the information it holds 

• Ensure that information is not retained for longer than is necessary 



 

 

• Ensure that when obsolete information is destroyed that it is done so appropriately 
and securely 

• Ensure that clear and robust safeguards are in place to protect personal information 
from loss, theft and unauthorised disclosure, irrespective of the format in which it is 
recorded 

• Share information with others only when it is legally appropriate to do so 

• Set out procedures to ensure compliance with the duty to respond to requests for 
access to personal information, known as Subject Access Requests 

• Ensure our staff are aware of and understand our policies and procedures 

• Breaches of personal or sensitive data will be notified within 72 hours to the 
individual(s) concerned and the ICO. 

 

Complaints   

Complaints will be dealt with in accordance with the school’s complaints policy. Complaints 
relating to information handling may be referred to the Information Commissioner (the 
statutory regulator).   

 

Review   

This policy will be reviewed as it is deemed appropriate, but no less frequently than every 2 
years. The policy review will be undertaken by the Principal, or nominated representative.   

 

Contacts   

If you have any enquires in relation to this policy, please contact the School Administrator, 
who will also act as the contact point for any subject access requests.   

Further advice and information is available from the Information Commissioner’s Office, 
www.ico.gov.uk or telephone 0303 123 1113 or 01625 545745. 


